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ABOUT ME

Security, Testing and Assurance @




WHAT WE’'RE GONNA DO

Rules of Engagement

What’s An App Anyway?

Taking Note

slaoG chtertS

Where Do You Go From Here?

*YOU GET AN ON-RAMP! YOU GET AN ON-RAMP!

Joe @ CyberCX




HTTPS://JOE-DS.GITHUB.IO/MOB4MOBS

* Do anything to the app on your device: it can’t even talk to the Internet.

DO NOT attack github.io. The one challenge that has a solution on the site
does not need an automated tool.

* You can use your Android device (if you trust me...) or an Android device or
the freely available Android Studio.

* You do not need to root or jailbreak anything.

* The only person you are competing with is yourself: don’t jump on it during
any of the talks! Take it home, and enjoy the event instead!

Joe @ CyberCX




ZIPS AND LINUXES (SORTA) | | WEB APPS++

iz \com.dotgears.flappybird-1.3-4-minAPI8.apk),
kiz Flappy Bird v1.0.ipa\ File Edit View Favorites Tools Help
File Edit View Favorites Tools Help w = v W = X 1
o Add Extract Test Copy Move Delete Info
cp = sy wp wmp ¥ 0 : :
¥ |D_CDm.dmtgears.ﬂappyblrd—1.3—4—m|nAPIB.apk‘1
Add Extract Test Copy Move Delete Info
Name Size  Packed Size Modified Created Ao
> ‘_Flapw Bird v1.0.ipa\, res 220 343 213 242
Name Size  Packed Size Modified Creat assets 114438 114438
lib 27 148 13 594
Payload 2534 694 1410 283 I
) META-INF 22162 6615
D iTunesArtwork 62 244 50792 2022-03-28.. jsr305_annotations 314 540
[ ] iTunesMetadata.pl.. 3204 1107 2022-03-28.. [ classes.dex 1299 800 429192 2014-01-30..
Dremurces.ars.c 118 304 118 304 2014-01-30...
eAneridManifestx... 2932 082 2014-01-30..
Dmanifest 89 73 2014-01-30..
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DECOMPILERS (YES, YOU’LL NEED THEM)

Joe @ CyberCX



A CHALLENGE FOR THE
INF-MINDED

“If | had a mobile app associated with
the site, one Android and one iOS, how
could you potentially find out? You'd
look in a... well known... location.”



CH-CH-CHALLENGES!

e Grab the APK from https://joe-
ds.github.io/mob4mobs

* Ifyou are really struggling, you can grab the
source code from https://github.com/joe-
ds/mob4mobs.

e Butldon’t recommend doing that, even
though Java is ugly and Kotlin is not. Get
used to reading decompiled output.

* [really hope at least some of you understand
why there are so many meerkats...
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ACTIVITIES

- 1 Nt -

¢ ComposableSingletons$MainA
¢ ComposableSingletons$MainA
¢, ComposableSingletons$Notes
¢ ComposableSingletons$Notes
¢, dimen

¢, 1d

¢, integer

¢, layout

c. MainActivity I

¢ MainActivity$onCreate$l

¢, MainActivityKt

c, MainActivityKt$$eExternalsSy
¢, MainActivityKt$$ExternalSy
c_Mainﬂctivityﬁt$$Externalﬂy
¢, MyDatabaseHelper

¢, NotesActivity

¢ NotesActivity$onCreate$l
¢, NotesActivityKt

¢, NotesActivityKt$$Externals
c. NotesActivityKt$$eExternals



android.database.sglite.SQLiteDatabase

A Clue

android.database.sqlite.SQLiteOpenHelper

WHERE’S THE REST?

“Find the other notes.”




WHERE’S THE REST?

public static final String getMatchingNote(MyDatabaseHelper dbHelper, String query) {
Intrinsics.checkNotNullParameter(dbHelper, "dbHelper");
Intrinsics.checkNotNullParameter(query, "gquery");
SQLiteDatabase db = dbHelper.getReadableDatabase();
String rawQuery = "SELECT * FROM notes WHERE note = '" + query + "'";
String result = null;
Cursor cursor = db.rawQuery(rawQuery, null);
Intrinsics.checkNotNullExpressionValue(cursor, "rawQuery(...)");
if (cursor.moveToFirst()) {
result = cursor.getString(cursor.getColumnIndexOrThrow(MyDatabaseHelper . COLUMN_MNAME)) ;
¥
cursor.close();
return result;



DYNAMIC OR STATIC? YOU CHOOSE (DO BOTH!)

v [ com.example.mob4mobs

Resources
assets

> (O datab preload

~ notes
v L files password_backup

> (O notes -

> [ password_backup




DECRYPT

“Decrypt the notes that have stored
passwords.”




29

LOOK, MA, NO SHELL!

34
35
37
38
46

34
29

— AndroidManifest.xml

<activity

android:theme="@style/Theme.MobdMobs"
android:label="@string/title activity notes"
andhoid:name:"com.example.mobdmobg.NUtESActivity
android:exported="true">
{intent-filter>
Zaction android:name="android.intent.action.VIEW"/>
<{category android:name="android.intent.category.DEFAULT"/>
<category android:name="android.intent.category.BROWSABLE" />
<data
android: scheme="mobdmobs"
android:host="note"/>
</1intent-t1lter:

F

<factivity>

super.onCreate({savedInstanceState);
new Utils().setupChallengeFiles(this);
Intent intent = getIntent();
if ((intent == null || (data =

intent.getData()) == null || (rawNoteMame

= data.getQueryParameter({HintConstants .AUTOFILL _HINT NAME)) == null) &% (
rawhoteName = getIntent().getStringExtra("note name")) == null) {
rawNoteName = "UnknownNote";
1
@Deprecated

public static final String AUTOFILL HINT NAME =

"name";




adb shell am start -a android.intent.action. VIEW "mob4mobs://note?name=test"

e adb shell -> Android Debug Bridge Shell command
* AM -> ActivityManager
* -A android.intent.action.VIEW -> Action

* "mob4mobs://note?name=test” -> URI

Joe @ CyberCX



SPILL THE BEANS

“Get the app to show you passwords.”




* Type the password for a note you have decrypted, and add
one more character at the end.
* Reverse engineer the decryption function!

Clues

SDREN OTPYRC

“There’s one note with no stored
password. Crack it!”



WHICH WAY?

Important, faster, but has a ceiling.

Do CTFs.

https://www.hextree.io/hextree-x-google

Do more CTFs.
Read about exploits.

https://mas.owasp.org/MASVS/

Slower, but better long term.

Write your own apps.
Break your own apps.
Decompile your apps.

Scan your apps with tools like MobSF.

h\ "
[ WHY/NOT BOTH2


https://www.hextree.io/hextree-x-google
https://mas.owasp.org/MASVS/

Photo by Anggit Rizkianto on Unsplash
Photo by Pauline Bernfeld on Unsplash

Credits

Photo by Daniel Pelaez Duque on Unsplash

THANK YOU

https://infosec.exchange/@joe_ds

https://joe-ds.github.io
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